Abstract-
I. INTRODUCTION
Advancements in the field of computer and technology have given many facilities and advantages to the human. Now it becomes very easier to search and develop any digital content on the internet. Digital distribution of multimedia information allows the introduction of flexible, cost-effective business models that are advantageous for commerce transactions. On the other hand, its digital nature also allows individuals to manipulate, duplicate or access media information beyond the terms and conditions agreed upon. Multimedia data such as photos, video or audio clips, printed documents can carry hidden information or may have been manipulated so that one is not sure of the exact data. To deal with the problem of trustworthiness of data, authentication techniques are being developed to verify the information integrity, the alleged source of data, and the reality of data [1] . Cryptography and steganography have been used throughout history as means to add secrecy to communication during times of war and peace [2] .
A. Digital Watermarking
Digital watermarking involves embedding a structure in a host signal to "mark" its ownership [3] . We call these structures digital watermarks. Digital watermarks may be comprised of copyright or authentication codes, or a legend essential for signal interpretation. The existence of these watermarks within a multimedia signal goes unnoticed except when passed through an appropriate detector. Common types of signals to watermark are still images, audio, and digital video. To be effective a watermark must be [4] :
Unobstructive; that is, it should be unperceivable when embedded in the host signal. Discreet; unauthorized watermark extraction or detection must be arduous as the mark's exact location and amplitude are unknown to unauthorized individuals. Easily extracted; authorized watermark extraction from the watermarked signal must be reliable and convenient. Robust/fragile to incidental and unintentional distortions; depending on the intended application, the watermark must either remain intact or be easily modified in the face of signal distortions such as filtering, compression, cropping and re-sampling performed on the watermarked data. In order to protect ownership or copyright of digital media data, such as image, video and audio, encryption and watermarking techniques are generally used. Encryption techniques can be used to protect digital data during the transmission from sender to the receiver. Watermarking technique is one of the solutions for the copyright protection and they can also be used for fingerprinting, copy protection, broadcast monitoring, data authentication, indexing, medical safety and data hiding [5] .
II. WATERMARK EMBEDDING AND EXTRAXTION
A watermark, which is often consists of a binary data sequence, is inserted into a host signal with the use of a key [6] . The information embedding routine imposes small signal changes, determined by the key and the watermark, to generate the watermarked signal.
This embedding procedure ( Fig. 1 ) involves imperceptibly modifying a hoist signal to reflect the information content in the watermark so that the changes can be later observed with the use of the key to ascertain the embedded bit sequence. The process is called watermark extraction.
The principal design challenge is in embedding the watermark so that it reliably fulfills its intended task. For copy protection applications, the watermark must be recoverable ( Fig. 2 ) even when the signal undergoes a reasonable level of distortion, and for tamper assessment applications, the watermark must effectively characterize the signal distortions. The security of the system comes from the uncertainty of the key. Without access to this information, the watermark cannot be extracted or be effectively removed or forged.
III. WATERMARKING TECHNIQUES
Three different watermarking techniques each from different domain i.e. Spatial Domain, Frequency Domain and Wavelet Domain [7] watermarking have been chosen for the experiment. The techniques used for the comparative analysis of watermarking process are CDMA Spread Spectrum watermarking in spatial domain, Comparison of mid band DCT coefficients in frequency domain and CDMA Spread Spectrum watermarking in wavelet domain [8] .
A. CDMA Spread Spectrum Watermarking in Spatial Domain
The algorithm of the above method is given below:
1. To embed the watermark a. Convert the original image in vectors b. Set the gain factor k for embedding c. Read in the watermark message and reshape it into a vector d. For each value of the watermark, a PN sequence is generated using an independent seed e. Scatter each of the bits randomly throughout the cover image f. When watermark contains a '0', add PN sequence with gain k to cover image i.
if watermark(bit) = 0 watermarked_image=watermarked_image + k*pn_sequence ii.
Else if watermark (bit) = 1 watermarked_image=watermarked_image + pn_sequence g. Process the same step for complete watermark vector 2. To recover the watermark a. Convert back the watermarked image to vectors b. Each seed is used to generate its PN sequence c. Each sequence is then correlated with the entire image i. If ( the correlation is high) that bit in the watermark is set to "1" ii.
Else that bit in the watermark is set to "0" d. Process the same step for complete watermarked vector e. Reshape the watermark vector and display recovered watermark
B. Comparison of Mid-Band DCT Coefficients in Frequency Domain
The algorithm of the above method is given below: 
IV. BRIGHTNESS ATTACK
Brightness attack is one of the most common types of attack on digital multimedia images. Three different levels of brightness attacks have been done. First the brightness is increased by -25% i.e. decreased by 25%, again the brightness is increased by 25% and at last the brightness is increased by 50%. The brightness attack has been shown below in Fig. 3 . Table 1 shows the results of brightness attack on different watermarking techniques on various parameters like Peak Signal to Noise Ratio [9] , average Root Mean Square Error and average Mean Absolute Error.
V. ROTATION ATTACK
Rotation attack is among the most popular kinds of geometrical attack on digital multimedia images [10] . Three levels of rotations have been implemented. First the original watermarked image is being rotated by 90 degree, then 180 degree and at last the image is being rotated by 270degree in clock wise direction. The rotation attack has been shown below in Fig. 4 .
The results of the rotation attack have been shown below in Table 2 for all the three watermarking schemes.
VI. EXPERIMENTAL RESULTS
The comparative analysis of the three watermarking schemes has been done on the basis of brightness and rotation attacks. Results of the individual watermarking technique have been compared on the basis of PSNR (Peak Signal to Noise Ratio), RMSE (Root Mean Square Error) and MAE (Mean Absolute Error). domain technique, so it is being proved to be the best against brightness attack.
B. Results of Rotation Attack
A comparison of the results of rotation attack is being done by showing the results in the form of Fig. 8, 9 and 10. Graphs are drawn for all the three parameters of evaluation. A comparative analysis of the result has been done thereafter.
The PSNR values in Fig. 8 shows that the CDMA SS watermarking in Wavelet domain technique is having the greatest value for the PSNR value. This shows that the wavelet domain watermarking is the best practice for the digital image watermarking purpose.
Experimental values of the brightness and rotation attack shows that the CDMA Spread Spectrum watermarking technique is the best choice for the watermarking of digital multimedia images.
Discrete Cosine Transformation Domain shows somewhat greater robustness against the rotation attack. Spatial domain watermarking techniques are not good candidates for large size of watermarks. They show poor results with larger size of watermarks.
VII. CONCLUSIONS
This paper focuses on the robustness of the watermarking techniques chosen from all the three domains of watermarking against brightness and rotation attack. The key conclusion of the paper is that the Wavelet domain watermarking technique is the best and most robust scheme for the watermarking of digital multimedia images. This work could further be extended to the watermarking purpose of another digital content like audio and video. 
